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How SonicWALL Anti-Spam Desktop Works

Once installed, SonicWALL Anti-Spam Desktop starts whenever your email client is started. Anti-
Spam Desktop evaluates email as it arrives, placing spam email in the Junk Mail folder, phishing
email in the Phishing Mail folder, and legitimate email in the Inbox. With the Challenges option,
challenged email is placed in the Challenged Mail folder.
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If a spam message is delivered to the Inbox, highlight the message and click Junk to remove it
from the Inbox. This also adds the sender to a blocked list so that future email from this sender is
blocked as spam. If a legitimate email be placed in the Junk Mail folder unintentionally, highlight
the message and click Unjunk. This action also adds the sender to an allowed list so that future
email from that person is delivered correctly.

Features and Benefits

SonicWALL Anti-Sam Desktop installs on a Windows-based desktop or laptop in minutes to

immediately begin protecting Outlook, Outlook Express, or Windows Mail Inboxes from spam and
phishing email. There are no rules to create and no lists to populate. With continued use, SonicWALL
Anti-Spam Desktop learns about unwanted email types, to continuously improve Inbox protection.

Real-Time Protection

To stay up-to-date on evolving spam, phishing and malware attacks, all SonicWALL Email Security
solutions interact in real-time with the SonicWALL GRID Network. With unparalleled accuracy, the
SonicWALL GRID Network is a collaborative effort that gathers, analyzes, and confirms cross-vector
threat information from a distributed network of millions of business-oriented sources around the
world. After evaluating hundreds of millions of email messages each day, threat protection
information is then distributed securely, anonymously, and in real time to improve the overall
effectiveness of all SonicWALL security solutions.

For each email message, the GRID Network determines the reputation of the sender, content, links,
images attachments, and more. The GRID Network's collaborative filtering process enables
SonicWALL Anti-Spam Desktop to deliver highly accurate, fully self-correcting, and up-to-date
protection.

Powerful Bayesian Filtering

SonicWALL Anti-Spam Desktop stops spam with its unique Adversarial Bayesian Filtering Engine.
Bayesian filtering examines the content of an email message to determine if it is spam. Unlike many
spam filters, SonicWALL Anti-Spam Desktop also considers hundreds of other email attributes,
detecting even the most subtle spammer tricks.
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Unique Anti-Phishing Protection

SonicWALL Anti-Spam Desktop has the industry's only Bayesian Phishing Engine. This allows
SonicWALL to detect phishing email with unsurpassed accuracy. Dangerous email messages are
placed in a designated Phishing folder, which dramatically reduces the risk of having financial,
personal or proprietary information lost through an email-based phishing attack.

Easy-To-Manage Allowed And Blocked Lists

Allowed and Blocked lists allow you to personalize SonicWALL Anti-Spam Desktop to meet your
specific spam blocking needs. SonicWALL Anti-Spam Desktop automatically creates and updates a
People (email address) Allowed and Blocked List. You can also update these lists manually. In
addition, SonicWALL Anti-Spam Desktop allows each user to create and maintain a Company
(domain name) Allowed and Block list and a Mailing List Allowed List.

Flexible Controls

Once installed, SonicWALL Anti-Spam Desktop begins blocking spam and phishing email
immediately. Users have the power to change the aggressiveness of the spam detection settings
based on the content of the message. For example, a user can be more aggressive in blocking email
with obscene language, but less aggressive in blocking email containing advertisements. Users can
even choose to block or allow messages based on language. This flexibility lets users fine-tune
SonicWALL Anti-Spam Desktop.

Challenge-Response Ready

SonicWALL Anti-Spam Desktop can challenge none, some, or all of the email messages received
from unknown senders. Challenges can be text or a visual image, and users can customize the
challenge message.

Connection To All SonicWALL Email Security Solutions

When SonicWALL Anti-Spam Desktop is running on a desktop or laptop, it determines whether there
is an upstream active copy of a SonicWALL Email Security appliance or software solution. If so,
SonicWALL Anti-Spam Desktop attempts to “push” its People Allowed and Block Lists to the
SonicWALL Email Security solution, assuming that appropriate login credentials are provided and
you are allowed to update these lists on the SonicWALL Email Security system. Once set up, this
connectivity allows the user to use the Junk and Unjunk buttons in SonicWALL Anti-Spam Desktop
and have the Allowed and Blocked List automatically updated on the SonicWALL Email Security
solution.

SonicWALL Email Security is not required for Anti-Spam Desktop to operate, and vice-versa.

Many Other Features

e Multiple Inbox Support—The Outlook version of Anti-Spam Desktop can scan one or more
different inboxes.

e Scan Folder Option—Users can re-scan their inbox or any other folder by simply selecting that
folder and using the Scan Selected Folder option

e Automatic Re-scanning—The SonicWALL GRID Network is always discovering new spam,
phishing attacks and malware. This option removes any newly discovered spam from the inbox.

o Wireless Device Support—Email received by a desktop or laptop and forwarded to a wireless
device can have spam and phishing removed before it is sent out.

Language Blocking—You can choose to block email in languages you don't want to receive.
Spam Blocking Aggressiveness Sliders—Provides slider controls to determine how
aggressively to block different flavors of spam

e Automatic Junk Deletion—Lets you set how long junk is kept before it is moved to the
Deleted folder.

o Email Server Authentication Support—Enables use of email servers that require
authentication



4 | SonicWALL Anti-Spam Desktop User Guide

Outlook and Outlook Express—Seamless integration with Outlook and Outlook Express.
Windows Mail — Seamless integration with Windows Mail.

Automatic Setup—SonicWALL learns those people with whom you exchange email and those
that you block. It adapts to your email characteristics, without complicated rules or settings.

Installing and Getting Started

To complete the installation of SonicWALL Anti-Spam Desktop, you must have administrative
permissions on the system you are installing to.

Supported Platforms

SonicWALL currently supports the following platform / email client combinations for Anti-Spam

Desktop. While Anti-Spam Desktop may operate on other combinations, such combinations are not
officially supported.

Operating System Mail Clients

Windows 7 Outlook 2007 Outlook 2003

Vista (32 & 64-bit) Outlook 2007 Outlook 2003 | Windows Mail
Windows XP Outlook 2007 Outlook 2003 Outlook Express 6.0

Registering and Licensing

There are three ways to get a copy of SonicWALL Anti-Spam Desktop. Once you download your copy
by clicking a link, you must enter your License Key to verify your purchase.

From your partner From mysonicwall.com From Digital River
If your license for Log in to your mysonicwall.com | If you have purchased an
SonicWALL Anti-Spam account and visit the Download | individual license for SonicWALL
desktop is provided by a section. Select the version of Anti-Spam Desktop from Digital
partner, request the Anti-Spam Desktop you want River, the link and license key will
download link and license | and click the link to start the be sent to you using the email
key from your partner. download. address you used during
purchase.

A License Key allows the SonicWALL Anti-Spam Desktop software to operate for the period of time
for which you have purchased a subscription. A License Key is similar in form to the following: aaaa-
bbbb-cccc-dddd-eeee-f£f£ff.

If youSonicWALL Anti-Spam Desktop software says it is expired, there are two possible reasons:

® The License key has expired and the software must be renewed. When you purchase a renewal
you are provided with a new License Key, which replaces the existing License Key.

® You have not entered a valid License Key. Even if you have purchased the software and obtained
a License Key, the key must still be entered into the product itself.

If you have a 30-day trial copy , you can convert it to a licensed copy by entering a valid License Key.
Entering Your License Key

Your license includes dynamic spam signature file updates, product upgrades, and email support for
one, two, or three years. (Note: Users who purchase SonicWALL Anti-Spam Desktop from the web
receive their license key via email.) Each year thereafter, you can choose to receive an additional
year of the above services by paying an annual maintenance fee.
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» To enter your license key
1. Click Buy Now from the Windows System Tray or the Toolbar menu:

Buy SonicWALL Anti-Spam Desktop

SonicWALL Anti-Spam Desktop SONICWALL>

Buy a license key online for SonicWALL Anti-Spam Desktop. Then
return here and enter the key belows.

Buy Now

No License Entered

Enter License Key: |

(Example: 3000600003000 3000(-2000(-3000()

OK | Cancel

2. Enter the license key to SonicWALL Anti-Spam Desktop in the space provided. License keys
are a sequence of 24 letters in groups of four, and look like: aaaa-bbbb-cccc-dddd-eeee-ffff.

NOTE: These keys are case sensitive.

Once you have entered the key, you have completed SonicWALL Anti-Spam Desktop activation.

When Your SonicWALL Anti-Spam Desktop Trial Expires

Before entering your license key, your version of SonicWALL Anti-Spam Desktop runs as a free trial
for 30 days. After 30 days, SonicWALL displays an alert that it is time to purchase SonicWALL Anti-
Spam Desktop.

SonicWALL Anti-Spam Desktop is a simple product that has been installed and is operating on
millions of desktop and laptop systems worldwide. Most problems can be quickly resolved by
following these steps:

a. Use the online help.

b. Go to the SonicWALL Anti-Spam Desktop support Web page on www.sonicwall.com. You'll
have access to release and technical notes, and the support knowledge base portal.

c. Contact your SonicWALL reseller, who is in the best position to answer questions regarding
licensing, renewals, purchases, and so on. They also have the “Virtual Serial Number” and
the contact information needed to contact SonicWALL Technical Support.

d. Ask your reseller to use the Web form on the Support page to send an email message to
SonicWALL Technical support at ASDSupport@sonicwall.com.

The Virtual Serial Number is created when someone registers a purchase of SonicWALL Anti-Spam
Desktop in their mysonicwall.com account. The Virtual Serial Number is needed to contact
SonicWALL Technical Support to ensure that only people who have paid for the SonicWALL Anti-
Spam Desktop receive support.

All SonicWALL Email Security products are available from any SonicWALL reseller through standard
SonicWALL distribution channels. SonicWALL resellers can purchase the software from distribution
for end users. SonicWALL Anti-Spam Desktop is available in 5, 10 and 25 packs in 1, 2 or 3 year
subscriptions that must be renewed to stay up to date. Renewals are also purchased from
SonicWALL resellers. The price of the software is set by the SonicWALL reseller.
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Individual users can also purchase SonicWALL Anti-Spam Desktop through our third-party
fulfillment agency, Digital River.

MailFrontier Desktop Customers

SonicWALL Anti-Spam Desktop is a new version of MailFrontier Desktop that has been branded as
a SonicWALL product. SonicWALL Anti-Spam Desktop replaces MailFrontier Desktop.

If your subscription of MailFrontier Desktop is current, you will be automatically upgraded to
SonicWALL Anti-Spam Desktop.

If your subscription for MailFrontier Desktop has expired, you can click Buy Now in the product for
instructions on renewing your subscription.

Downloading and Installing SonicWALL Anti-Spam Desktop

Downloading and installing SonicWALL Anti-Spam Desktop takes only a few minutes.

o Click the link provided to start the download process. Depending on your browser settings, you
may be asked to approve the download. The size of the downloaded file is 7-8 MB.

e Once the download is complete, open the downloaded file and approve running it. The
installation process begins, and will take 5 minutes or less.

Anti-Spam Desktop will always start automatically, and you can access the settings using the
SonicWALL logo located in the system tray and in your mail application tool bar.

NOTE:

e You do not need to configure SonicWALL Anti-Spam Desktop. It automatically adapts to your
preferences. On first use, Anti-Spam Desktop scans your Sent Items folder to include your
known recipients in your Allowed list. When you choose to junk a message, SonicWALL Anti-
Spam Desktop puts the sender's email address in your Blocked List.

Once you have installed SonicWALL Anti-Spam Desktop, the SonicWALL logo appears in the system
tray and in your mail application tool bar.

Types of Deployments

SonicWALL Anti-Spam Desktop can be deployed in many ways to prevent spam and phishing

attacks. Anti-Spam Desktop protects numerous Outlook, Outlook Express, and Windows Mail clients

running on Windows 7, Windows Vista and Windows XP platforms. The following section examines

three typical deployment configurations, using in-house Exchange, hosted email and SonicWALL Email Security.

In-House Microsoft Exchange Server and SonicWALL Anti-Spam Desktop

In this scenario, email is received from the Internet and each user connects to the in-house email
Microsoft Exchange email server. Email is downloaded to the Outlook or Outlook Express client on
a regular basis and is filtered for spam and phishing by SonicWALL Anti-Spam Desktop. There is no
requirement for the Email Server to reside in-house as long as the client can reach the server to
retrieve email. Alternatively, the Outlook, Outlook Express, or Windows Mail client may use POP or
IMAP to pull down received email from a separate email server.

SMTP
r

Exchange

Corporate
Mail Server
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Hosted Email and SonicWALL Anti-Spam Desktop

For many organizations, an ISP or email hosting company receives the email and stores it until it is
accessed by individual users. In this scenario, Anti-Spam Desktop can be deployed to protect mail
clients accessed via POP. This solution is not used for email accessed by the client via HTTP or
HTTPS.

Hosted Email
Mail Server

SMTP
'

SonicWALL Email Security and SonicWALL Anti-Spam Desktop

If Anti-Spam Desktop detects an upstream SonicWALL Email Security device (appliance or
software), it displays a Web Settings menu on the Toolbar.
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In this scenario, Allowed and Block List information is copied upstream from SonicWALL Anti-Spam
Desktop to SonicWALL Email Security. In this configuration, each user has two Junk Mail Boxes: one
on the Email Security System and one on the Desktop client.

Corporate
Email Server

nE I)nh
|

® pllowed/Blocked
® Email Addresses

Using SonicWALL Anti-Spam Desktop

Using SonicWALL Anti-Spam Desktop is fast and easy. SonicWALL Anti-Spam Desktop protects your
Inbox automatically. Once installed, you do not have to perform any configuration. Anti-Spam
Desktop checks incoming messages, and automatically diverts junk mail to your SonicWALL Junk
Mail folder based on your preferences.

SonicWALL Anti-Spam Desktop scans your outgoing mail to create a list of people with whom you
want to exchange email. Those email addresses are placed on an Allowed List. SonicWALL does not
scan email from people on the Allowed List.

SonicWALL is continuously gathering information on spam and other email threats. As new trends
in email threats emerge, SonicWALL Anti-Spam Desktop is automatically updated.
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SonicWALL integrates into your mail client as follows:
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When people send you email, SonicWALL Anti-Spam Desktop filters messages that contain spam
and phishing, and prevents these messages from entering your inbox. SonicWALL Anti-Spam
Desktop examines all incoming email and uses an arsenal of analysis techniques to determine if it
is good mail or junk, including checking what other users think.

If SonicWALL Anti-Spam Desktop determines that incoming email is junk, the message is placed in
the SonicWALL Junk Mail folder. SonicWALL Anti-Spam Desktop also analyzes email messages to
determine if they are phishing. If they are, SonicWALL Anti-Spam Desktop puts these messages in
the SonicWALL Phishing Mail folder. You can configure SonicWALL Anti-Spam Desktop to challenge
guestionable email messages. When you challenge an email message, SonicWALL Anti-Spam
Desktop places it in the SonicWALL Challenged Mail folder, sends a message to the person who sent
you the email, and waits for a response. If a response is received, the message is moved from the
Challenged Mail folder to your Inbox and the sender is added to your Allowed List. If the mail is
spam, the challenge will not receive a response because spam is mass-mailed. This email message
will eventually be moved from the Challenged folder to your Deleted folder, based on your

configuration preferences.
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You can choose to open messages in the SonicWALL Junk Mail folder, SonicWALL Challenged Mail
folder and SonicWALL Phishing folder and view these messages. If necessary, you can click Unjunk
to move wanted messages in these SonicWALL folders to your Inbox. Here is an example of a Junk

email message in a mail client:
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Integration with SonicWALL Email Security

If you use SonicWALL Anti-Spam Desktop in an environment that includes a SonicWALL Email
Security gateway appliance or server-based software, Anti-Spam Desktop automatically integrates
with the SonicWALL Email Security Solution. Here’s how the SonicWALL Anti-Spam Desktop and

SonicWALL Email Security solutions

SonicWALL Email
Security System

B Allowed/Blocked
B Email Addresses

work together:

Corporate
Email Server

SonicWALL Anti-Spam Desktop
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Configuring SonicWALL Anti-Spam Desktop

SonicWALL Options

Use the SonicWALL Options menu on the SonicWALL Anti-Spam Desktop browser toolbar to
configure the Anti-Spam Desktop preferences.

Configure Preferences

Select Configure Preferences to display the SonicWALL Anti-Spam Desktop preferences window
and configure the product to your needs, including options for viewing and updating Allowed and
Blocked Lists, adjusting anti-spam settings, and more. Each of the configuration preferences
screens has its own help link with assistance for that screen.

Registration Options

Click on Registration Options... to enter the valid License Key for your copy of SonicWALL Anti-
Spam Desktop. Until you have entered a valid license key, the product is in Trial mode.

Delete Junk Email

Selecting Delete Junk Email will immediately move junk email from your SonicWALL Junk Mail folder
and your SonicWALL Phishing Mail folder to your Deleted Items folder so they can be deleted by the
system.

Select Folders For Idle Scan

The Idle Scan function scans the selected folders for newly identified spam and phishing email when
your system is not busy. Decide which folders (if any) you wish to scan by selecting the Select
Folders option, which will display the following window where you can place a check next to those
email folders you wish to scan using the Idle Scan function.

Allow Sender

Select a specific email in the mail client. Then select this menu option to add the sender (the From:
email address) of the selected email to the People Allowed List. If no email is selected, then nothing
happens.

Block Sender

Select a specific email in the mail client. Then select this menu option to add the sender (the From:
email address) of the selected email to the People Blocked List. If no email is selected, then nothing
happens.

Allow Sender's Company

Select a specific email in the mail client. Then select this menu option to add the company name
(domain name) of the From: email address of the selected email to the Company Allowed List. If
no email is selected, then nothing happens.

Block Sender's Company

Select a specific email in the mail client. Then select this menu option to add the company name
(domain name) of the From: email address of the selected email to the Company Blocked List. If
no email is selected, then nothing happens.
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Populate Allowed List

This option will scan your Sent email folder and add the receivers of each email to your People
Allowed List.

Note:

e This can be done at installation time, but you can also skip this step at installation. If you have
previously done this at installation time there is no need to do it again, although there is no
harm in doing so.

Scan Selected Folder

Select a specific email in the mail client. Then select this menu option to scan the selected folder
and remove any identified spam and phishing email messages from that folder. If there are no
folders containing email selected, then nothing will happen.

Report Junk Email

Select a specific email in the mail client. Selecting this menu option to send a copy of the selected
email to SonicWALL for further analysis. Only use this option for those messages you believe are
spam.

The first time (and possibly each time) you select this option the Contribute Email window asks you
to confirm your desire to send the email to SonicWALL.

Contribute Email @

You are about ko contribute this email to
SonicWaLL to help fight spam and phishing.
Are you sure you wank o do this?

Cancel |

™ Don't show this again

The Contribute Email window will be displayed each time you select the Report Junk Email option
unless you check the Don't show this again box and click OK. This double opt-in operation means
that you will NOT be asked to confirm your subsequent submissions if you select the Report Junk
Email menu option. To reset this option to its default setting, go to the SonicWALL Options >
Configuration Preferences > Settings page and change the appropriate box in the Show
Confirmations section.

Report Phishing Email

Select a specific email in the mail client. Selecting this menu option to send a copy of the selected
email to SonicWALL for further analysis. You should only use this option if you believe the selected
email is a phishing email.

The first time (and possibly each time) you select this option the Contribute Email window asks you
to confirm your desire to send the email to SonicWALL.

The Contribute Email window is displayed each time you select the Report Phishing Email option
unless you check the Don't show this again box and click OK. This double opt-in operation means
that you will NOT be asked to confirm your subsequent submissions if you select the Report Phishing
Email menu option. To reset this option to its default setting, go to the SonicWALL Options >
Configuration Preferences > Settings page and change the appropriate box in the Show
Confirmations section.
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Check For Update

Use this option to use SonicWALL Anti-Spam Desktop to check with SonicWALL to see if there are
any updates to the software available. SonicWALL Anti-Sam desktop automatically checks for
updates on a regular basis, so you do not need this optionto keep your properly licensed software
up to date.

SonicWALL Anti-Spam Desktop automatically checks for updates. If there is a new version of the
software available, it attempts to download it from the SonicWALL datacenter and install it. This
occurs in the background; you are notified when the update is complete.

About

For information about the installation and operation of SonicWALL Anti-Spam Desktop, click
System Info. The information displayed includes the product version, modules installed, your
License Key, and the values of many of the SonicWALL Anti-Spam Desktop system variables.

To file a support request, click Support.

SonicWALL System Tray

The SonicWALL Anti-Spam Desktop icon appears in the System Tray on your Windows desktop.
Right-click the icon to display the SonicWALL Anti-Spam Desktop menu:

Configure Preferences
Registration Options... S

Help...
About,.. /

Disable SonicWALL Anti-Spam Deskbop

Configure Preferences

Configure SonicWALL Anti-Spam Desktop as needed, including updating allowed and blocked lists,
adjusting spam settings, and more.

Registration Options

Enter the valid License Key for your copy of SonicWALL Anti-Spam Desktop, select Registration
Options from the Anti-Spam Desktop menu in the system tray. Until you have entered a valid
license key, the product is in Trial mode.

About

For information related to the installation and operation of SonicWALL Anti-Spam Desktop, click
System Info. The information displayed includes the product version, modules installed, your
License Key and the value of many of the SonicWALL Anti-Spam Desktop system variables.

To file a support request, click Support.

Enabling and Disabling SonicWALL Anti-Spam Desktop

Click Disable, if it is available. A Restart window appears.

Click OK. SonicWALL Anti-Spam Desktop will be disabled when you exit Outlook or Outlook Express.
If Outlook or Outlook Express is not running, disabling SonicWALL Anti-Spam Desktop will take
place immediately.

The effect of disabling SonicWALL Anti-Spam Desktop means that it will no longer start when
Outlook or Outlook Express is started and it will no longer filter email for spam or phishing. You
must select Enable if you wish to reactivate SonicWALL Anti-Spam Desktop.
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People

When you enable SonicWALL Anti-Spam Desktop it starts when Outlook or Outlook Express is
started and begins filtering email messages for spam or phishing.

To see the lists of people who are allowed or blocked, click the People icon. Users can view the
email addresses that have been added to each list, and add or remove items from each list as
needed.

3 SonicWALL Anti-Spam Desktop

@I PXD

People Companies Lists Messages Challenges  Settings Reports
help
People
Allawed ] Blocked |
Email Address Meszages
john_doe@friendly_company.com 3
mary@my _home_email,.com 11
susanjones@business_partner,com 26
thomas. white@email_vendor,com 2
pogarcia@travel_agent.com 7
Add... | Remove |

Cloze

How the People Allowed List Works

When you add an email address to your People Allowed list, you are telling Anti-Spam Desktop that
you want to always receive email from this email address. If Anti-Spam Desktop receives an email
from someone on your People allowed list, the message is delivered to you even if Anti-Spam
Desktop judges it to be spam or phishing.

There are different ways to add an email address to your People Allowed List:

e When you install Anti-Spam Desktop, the contacts in your default Contacts List are added to
your People allowed list.

e When you send a message to someone, that person's email address is added to your allowed
list. It is assumed that since messages are being sent to a specific address, the recipient is
someone that you desire to receive correspondence from.

e Add email addresses manually to the Allowed list.

How the People Blocked List Works

When you add an email address to your People Blocked list, you are telling Anti-Spam Desktop that
you always want to always block email sent to you from this email address. If Anti-Spam Desktop
receives an email that is from someone on your People Blocked list, that email is placed in your Junk
folder even if Anti-Spam Desktop judges the email to be good.
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» To add someone to the People Allowed list
1. From the People window, click Add.
2. Enter a valid email address into the screen that comes up.
3. Click OK.

» To remove someone from the People Allowed list
1. From the People window, select the address you wish to remove.
2. Click Remove.

3. The email address is immediately removed from the list.

» To add someone to the People Blocked list

1. From the People window, click the Block Tab.

2. Click Add.

3. Enter a valid email address in the screen that comes up.
4. Click OK.

» To remove someone from the People Blocked list

e

. From the People window, select the address you wish to remove.
2. Click Remove.
3. The email address is immediately removed from the list.

Companies

To see the lists of companies that are allowed or blocked, click the Companies icon. Anti-Spam
Desktop assumes the domain (as in domain name) is the same as the company name. You can view
the companies (domain names) that have been added to each list and add or remove entries as
needed.












